[bookmark: _Hlk204088469]Southwest Tennessee Community College located in Memphis, TN is working on completing a software risk assessment regarding our purchase/renewal of your software/database. Our procurement process requires an assessment of the product. The 
questions we need answered are:

What does the software do (Functionality)?

How do you report vulnerabilities or data breaches?  

Does the application have an SSL Certificate?

Do you use a VPN?

What is the process for backing up the data?

How do you protect against malware?

Are any names, email login, or PII/PHI linked to the licenses or stored/retained?

Do you store any SWTCC data in connection with the use of this software?

List all the SWTCC data stored by the vendor or third parties?

How does your system secure this information from unauthorized individuals?

Are licenses individual or shared by multiple users? 

Does the license require a written signature?

Do we get access to transactional information about those who used one of our licenses?
 
SaaS Application?
 
SOC 2 compliant?
 
